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ABSTRACT

Generative AI tools, a recent disruptive educational technology, are expected to change how education is 
delivered and administered. This study proposes a risk identification framework to support educators in 
identifying assessment integrity risks caused by generative AI tools. The framework also suggests possible 
actions to mitigate these risks. The proposed framework uses four factors (Assessment Type, AI Knowledge, 
Course Level, and Bloom’s Taxonomy Cognitive Domain Level) to identify the risks associated with an 
assessment resulting from the usage of generative AI tools. It is critical to have such a framework to ensure 
the integrity of assessments while the education industry adapts to the generative AI tools era. 
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INTRODUCTION

Over the past few decades, various information communication technologies (ICTs) have significantly impacted 
teaching and learning in education. In recent years, many educators and educational institutes have been interested 
in applying educational technologies as they improve the learner experience (Flavin, 2012). Our working definition 
of educational technologies is informed by Bajpai and Leedham (1970), who take a holistic view of applying different 
systems to support teaching and learning. 

The recent adoption of several educational technologies by educational institutes has disrupted the conventional 
way of learning and forced changes to their practices (Cassidy, 2023). These technologies have profoundly impacted 
education, transforming how students learn and teachers teach. As technology evolves, education will likely 
continue to be disrupted and changed in new and exciting ways.

This paper proposes a framework to support educators in designing and developing valid assessments that meet 
the regulatory authorities’ requirements while addressing the challenges posed by the most recent disruptive 
technology (generative AI tools) and its risk to the integrity of assessments. The proposed framework is discussed in 
line with the assessment types approved by the New Zealand Qualifications Authority (NZQA) while being generic 
enough to be used as a blueprint for other education systems. This framework aims to enable educators to produce 
valid assessments that meet the learning-outcome requirements while being resilient to the threat posed by 
misusing generative AI tools.

DISRUPTIVE TECHNOLOGIES IN EDUCATION

In the 1980s, personal computers (PCs) became increasingly affordable and accessible, leading to a widespread 
adoption of PCs by educational institutes. Learners had to acquire computer skills to access digital educational 
resources quickly. Simultaneously, educators had to change how they delivered course material and assessment 
practices to take advantage of PC technology. The emergence of the internet in the 1990s transformed education 
by providing access to vast amounts of information, enabling online communication and collaboration. The 
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widespread use of the internet led to the development of online courses and distance learning programmes (Flavin, 
2012; Gejendhiran et al., 2020). 

In the early 2000s, learning management systems (LMSs) were introduced, providing a centralised platform 
for managing and delivering educational content and allowing for more personalised and interactive learning 
experiences (Buckley & Doyle, 2014; Oliveira et al., 2016). In addition, the use of LMSs enhanced course resource 
accessibility by students (Hew, 2015), enabling course instructors to customise students’ learning experiences, 
moving away from the one-size-fits-all model (Berking & Gallagher, 2016). The introduction of LMSs also enabled 
educators to create streamlined assessment and feedback processes (Dahlstrom et al., 2014), and allowed students 
better visibility and control of their progress (Zabolotniaia et al., 2020), among other benefits. 

Furthermore, the evolution of internet-enabled handheld devices, such as smartphones and tablets in the 2010s, 
enhanced learners’ access to learning resources (Ait-Hroch & Ibrahimi, 2024). This disruptive technology introduced 
a mobile-learning (m-learning) aspect to digital learning (Sharples et al., 2010). In addition, it enabled learners to 
collaborate and communicate better with peers and educators (Hrastinski, 2008), and to have instant access to 
educational resources (Sheng et al., 2010), and better engagement with course content (Hamari et al., 2014; Salhab & 
Daher, 2023). An exciting pedagogical impact of this technology is the gamification of learning and the anticipated 
impact this may have on education (Flavin, 2012; Hamari et al., 2014). 

In recent years, artificial intelligence and machine learning have developed adaptive learning platforms to 
personalise each student’s learning experience (Chen et al., 2019), based on individual learning patterns and 
preferences (Kuppusamy, 2019). With the surge of devices enabled by the internet of things (IoT), more data can 
be collected and analysed to boost the learning capabilities of learners, based on a better understanding of their 
behaviours. 

GENERATIVE AI TOOLS

Generative AI tools, also called AI chatbots, are the most recent types of disruptive technology in education. These 
tools are not standard search engines; they take the user prompt and use an intelligent algorithm based on natural 
language modelling to analyse the request, then they search through an extensive database of information, such as 
articles, books and websites, to formulate a response (Agar, 2023). Because they rely on AI, generative AI tools can 
learn over time and continuously improve their responses. Further, Abd-Elaal et al. (2019) assert that AI chatbots, 
such as grammar tools, use other assistive tools to enhance their decisions.

How Organisations React to Disruptive Technologies

Some academic institutes consider the use of AI without explicit permission to be a breach of assessment integrity. 
The response from such institutes is to ignore or fight AI usage. For example, an educational institute may develop 
tools that can detect AI-generated content, (Abd-Elaal et al., 2019); the University of Melbourne, the University 
of New South Wales and Waikato University have already adopted tools to detect the use of AI in student work 
(University of Waikato, n.d.). 

However, others, such as the University of Sydney, who acknowledge generative AI as a tool to improve the student 
learning experience but are reluctant to adopt such tools before thorough testing and verification, have taken a 
different approach and adopted a wait-and-see strategy before committing either way.

A third group, including such institutes as the University of Wollongong and Massey University (Massey University, 
2023), seem to embrace AI and consider its use in education to be beneficial to the learning process, emphasising 
that students need to learn how to use it in the right way (Saunders, 2023). 
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NZQA Assessment Types

The New Zealand Qualifications Authority (NZQA) is the official New Zealand body that awards secondary- and 
tertiary-level qualifications. They ensure that the education providers’ programmes match corresponding 
qualification requirements and are recognised nationally and internationally. NZQA lists various assessment tools 
and approaches, classified into five main categories: Oral, Written, Practical, Verification and Other. Table 1 shows 
the NZQA categories and some of their assessments. For the complete list of NZQA assessments, the reader is 
advised to check (NZQA, n.d.). Depending on the qualification level, assessments are assigned to learners, and with 
the help of educational frameworks, such as Bloom’s Taxonomy (Forehand, 2005), the tasks of assessments are 
defined.

Table 1. NZQA assessment categories and some of their assessment methods.

THE PROPOSED APPROACH: A GENERIC FRAMEWORK

Generative AI tools are here to stay, disrupting the education process and current assessment methods. However, 
there is no unified approach to managing the impact of generative AI tools on the education process, particularly 
on assessment integrity. This paper proposes a framework to support educators in deciding the risk level AI poses 
for existing assessments. Furthermore, this paper will identify changes that can be used to improve assessment 
methods and practices, and increase resilience against the recent development of AI. The framework shown in 
Figure 1 encourages educators to consider four factors when assessing the level of risk posed by generative AI tools 
to the current assessment practices and take appropriate action to address the identified risk level. The four factors 
to consider are Assessment Type, AI Knowledge, Course Level and Bloom’s Taxonomy Cognitive Domain Level.

Assessment Type

NZQA assessment types fall within five categories, as shown in Table 1. The risks associated with assessments 
vary depending on the assessment type. For example, the risks associated with the integrity of written reports 
as evidence of learning due to the illegitimate use of AI tools are potentially higher than in-class presentations or 
tests carried out in a controlled environment. Therefore, educators must consider the assessment type in their risk-
assessment evaluation.
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AI Knowledge

The second factor in the framework is AI Knowledge, which focuses on the educator’s awareness of the different 
generative AI tools, their usage in an educational context, and their functionality. The educators’ AI knowledge is 
also shaped by their prior experience, innovativeness, and the social norms and practices of their organisation. An 
adequate AI knowledge level is critical for educators in reaching accurate risk-assessment outcomes.

Course Level

The third factor in the framework is Course Level. Academic institutes offer different qualifications at different 
levels. The assessments associated with each course are usually designed to assess learning at the designated level 
using the appropriate assessment type. While some assessment types pose a significant risk at certain levels, the 
same assessment type could be less risky at a different level; therefore, the course level must be considered during 
the risk assessment. For example, a written report at Level 5, where students are expected to recall facts and basic 
concepts, poses a relatively lower risk compared to a written report at Level 7, where students are expected to draw 
connections among ideas in a literature review domain.

Bloom’s Taxonomy Cognitive Domain Level

The fourth factor to be considered is the Bloom’s Taxonomy Cognitive Domain Level embedded in the course 
learning outcome(s). Often, a course has different learning outcomes, and various assessment types are used to 
collect evidence of learning. Therefore, the course assessment’s integrity risks can vary depending on the cognitive 
domain level associated with each assessed task. Generally, the lower the Bloom’s Taxonomy domain level, the 
higher the risk, as various generative AI tools can be illegitimately used to produce work that would require 
students to work at the Remember/Understand levels compared to the Evaluate/Create levels. Therefore, educators 
must consider the Bloom’s Taxonomy level during the risk assessment.

While considering that each of the four factors discussed provides a reasonable risk-level assessment, the accuracy 
of the risk-level assessment can only be achieved by considering all elements.

The outcome of the risk-assessment exercise leads to one of the four risk-classification statuses described in Figure 1. 
Assessments with a ‘Positive Risk’ status are valid; however, educators may opt to change the requirements to take 
advantage of the opportunities presented by generative AI tools. We recommend educators make changes to their 

Figure 1. Proposed risk-evaluation framework to mitigate the impact of generative 
AI tools on assessment validity.
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assessments to improve the overall student learning experience and quality of the assessment with the existence of 
generative AI tools while maintaining the validity of the assessment. 

In addition, assessments with a ‘Low Risk’ status are also valid; therefore, no changes are required because 
generative AI tools have little to no impact on the assessment validity. We recommend educators make minor 
changes to their assessments, leading to more resilient assessments to mitigate the risk of generative AI tools.

Assessments with a ‘Medium Risk’ status require greater changes, such as modifying/updating the assessment 
instrument from written reports to written assessments to be completed under a controlled environment, to 
ensure the assessment is resilient against generative AI tools (as shown in Figure 2). While the required changes 
may not affect the core of the assessment requirements, we believe these changes will significantly improve the 
assessment’s resilience against generative AI tools, moving it to the Green Zone. 

Figure 2. The impact of generative AI capabilities on assessments.

Finally, we recommend avoiding the assessments with ‘High Risk’ status, or at least undertaking significant changes 
to the assessment requirements and type, leading to a complete redesign. Educators are encouraged to change 
assessments that can be easily solved by generative AI tools, such as written research reports or even developing 
software, and include presentation/viva components in these assessments to allow assessors to judge better the 
authenticity of the work submitted. We acknowledge that the approval of changes that impact a programme can be 
complex, and the redesign takes time; hence, the option exists to make significant changes. 

CONCLUSION

Disruptive technologies have constantly challenged the norms and brought exciting opportunities to many 
industries, including education. Generative AI tools are one of the most recent disruptive technologies in education. 
This technology is here to stay, and students around the globe are taking advantage of it to learn and complete 
the required assessments. Academic institutes react differently to the challenges posed by generative AI tools, 
particularly to assessment integrity. Some educational institutes have banned the use of these technologies in 
assessments, while others consider them to be valuable tools for learning and actively set policies to promote them. 
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Some academic institutes have yet to decide on a clear approach to the use of generative AI tools, leaving it to the 
academic staff to decide. Nevertheless, the impact of generative AI tools on assessments makes educators nervous, 
because of the potential implications on assessment integrity and ensuring that an assessment’s learning outcomes 
are met without compromising its integrity.

The paper has introduced a framework to assist educators in navigating and managing the risks posed by 
generative AI tools to ensure assessment validity during our transition into the new education norm. We believe 
that generative AI tools are a game changer; the proposed model will help educators maintain assessment validity 
and integrity during the transition, but ultimately, a rethink of how we assess course learning outcomes is required.
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